
1. Overview operations


1. PUTVISIONFORPRESCRIBER

	Operation Name
	putData(PutVisionParam) 

	Class Name
	PrescriberIntegrationModuleV4

	Description
	This operation sets the vision for a given prescription. Possible values for the vision are:
· Null: visible for all pharmacies
· 
· Locked: only visible in the pharmacy where the patient presents the (paper) proof of prescription. 
The status of the linked prescription is not modified by calling this operation.

	Errors
	IntegrationModuleException

	Inputs Integration Module
	Request-entity
	Attribute
	Type
	Description

	
	PutVisionParam
	rid
	String
	The Recip-e identifier to update

	
	
	vision
	String
	The preferred vision value

	Output Integration Module
	Response-entity
	Attribute
	Type
	Description

	
	PutVisionResult
	status
	StatusType
	Contains the statusType 

	
	StatusType
	statusCode
	String
	100: ok
300: error occurred

	
	
	code
	String
	The technical code of the error message e.g. error.validation.x.y.z

	
	
	message
	String
	The error message

	
	
	statusUpdater
	String
	The last statusupdater in case an operation is not permitted

	Implementation Details
	a) Validate session validity
b) Build an encrypted request based on the PutVisionParam-object
c) Send the request and receive the response
d) Validates the response status
e) Unseal the response with the symmetric key from the request
f) Return the PutVisionResult to the caller



2. GETPRESCRIPTIONSTATUS

	Operation Name
	GetData(GetPrescriptionStatusParam)

	Class Name
	PrescriberIntegrationModuleV4

	Description
	This function retrieves the status of a prescription. The status of the linked prescription is not modified by calling this operation.

	Errors
	IntegrationModuleException

	Inputs Integration Module
	Request-entity
	Attribute
	Type
	Description

	
	GetPrescriptionStatusParam
	rid
	String
	The Recip-e identifier

	Output Integration Module
	Response-entity
	Attribute
	Type
	Description

	
	GetPrescriptionStatusResult
	status
	PrescriptionStatus
	Contains the prescription status

	
	
	status
	StatusType
	The response status

	
	StatusType
	statusCode
	String
	100: ok
300: error occurred

	
	
	code
	String
	The technical code of the error message e.g. error.validation.x.y.z

	
	
	message
	String
	The error message

	
	
	statusUpdater
	String
	The last statusupdater in case an operation is not permitted

	Implementation Detail
	a) Validate session validity
b) Build an encrypted request based on the GetPrescriptionStatusParam-object
c) Send the request and receive the response
d) Validates the response status
e) Unseal the response with the symmetric key from the request
f) Return the GetPrescriptionStatusResult to the caller



3. LISTRIDSHISTORY

	Operation Name
	GetData(ListRidsHistoryParam)

	Class Name
	PrescriberIntegrationModuleV4

	Description
	This function returns a list of Recip-e identifiers and their statuses for a given patientId. The statuses of the linked prescriptions are not modified by calling this operation.

	Errors
	IntegrationModuleException

	Inputs Integration Module
	Request-entity
	Attribute
	Type
	Description

	
	ListRidsHistoryParam
	patientId
	String
	The patient identifier

	
	
	activeResults
	Boolean
	Flag indicating to query the active or historical partition


	
	
	Page
	Page
	The paging-object

	
	Page
	Month(optional)
	int
	The month of interest

	
	
	year(optional)
	int
	The year of interest

	
	
	pageNumber(optional)
	int
	The pagination number

	
	
	context
	byte[]
	The session context 

	Output Integration Module
	Response-entity
	Attribute
	Type
	Description

	
	ListRidsHistoryResult
	status
	StatusType
	Contains the statusType 

	
	
	items
	List<ListRidsHistoryItem>
	The list of ListRidsHistoryItem

	
	StatusType
	statusCode
	String
	100: ok
300: error occurred

	
	
	code
	String
	The technical code of the error message e.g. error.validation.x.y.z

	
	
	message
	String
	The error message

	
	
	statusUpdater
	String
	The last statusupdater in case an operation is not permitted

	Implementation Detail
	a) Validate session validity
b) Build an encrypted request based on the ListRidsHistoryParam-object
c) Send the request and receive the response
d) Validates the response status
e) Unseal the response with the symmetric key from the request
f) Return the ListRidsHistoryResult to the caller



4.  LISTOPENRIDS

	Operation Name
	GetData(ListOpenRidsParam)

	Class Name
	PrescriberIntegrationModuleV4


	Description
	This function returns a list of Recip-e identifiers with the status NotDelivered for a given month specifier in the Page-object. The status of the linked prescription is not modified by calling this operation.

	Errors
	IntegrationModuleException

	Inputs Integration Module
	Request-entity
	Attribute
	Type
	Description

	
	ListOpenRidsParam
	patientId
	String
	The recip-e identifier

	
	
	page
	Page
	The pagination-object

	
	Page
	Month(optional)
	int
	The month of interest

	
	
	year(optional)
	int
	The year of interest

	
	
	pageNumber(optional)
	
	The pagination number

	
	
	context
	byte[]
	The session context 

	Output Integration Module
	Response-entity
	Attribute
	Type
	Description

	
	ListOpenRidsResult
	status
	StatusType
	Contains the statusType 

	
	
	prescriptions
	List<String>
	The list of Recip-e identifiers

	
	StatusType
	statusCode
	String
	100: ok
300: error occurred

	
	
	code
	String
	The technical code of the error message e.g. error.validation.x.y.z

	
	
	message
	String
	The error message

	
	
	statusUpdater
	String
	The last statusupdater in case an operation is not permitted

	Implementation Detail
	
	a) Validate session validity
b) Build an encrypted request based on the ListOpenRidsParam-object
c) Send the request and receive the response
d) Validates the response status
e) Unseal the response with the symmetric key from the request
f) Return the ListOpenRidsResult-object to the caller



5. CREATEPRESCRIPTION

	Operation Name
	CreatePrescription(Boolean, String, Byte[], String)

	Class Name
	PrescriberIntegrationModuleV4

	Description
	This operation is executed to create a new prescription


	Errors
	IntegrationModuleException

	Inputs Integration Module
	Request-entity
	Attribute
	Type
	Description

	
	CreatePrescriptionParam
	prescription
	Byte []
	The byte representation of the kmehr prescription

	
	
	prescriptionType
	String
	The prescription type (P0 or P1)

	
	
	feedbackRequested
	boolean
	Set to true if the prescriber wants to receive a 
feedback from the executor

	
	
	patientId
	Long
	INSS number of the patient

	
	
	expirationDate
	String
	Expiration date of the prescription 
(format: yyyy-mm-dd)

	
	
	programIdentification
	String
	The program identification

	
	
	referenceSourceVersion
	String
	The reference source version

	
	
	prescriberVersion
	String
	The prescriber version

	
	
	vision
	String
	The preferred vision value

	Output Integration Module
	Response-entity
	Attribute
	Type
	Description

	
	CreatePrescriptionResult
	rid
	String
	The Recip-e identifier of the created prescription

	Implementation Detail

	a) Validate session validity
b) Build an encrypted request based on the CreatePrescriptionParam-object
c) Send the request and receive the response
d) Validates the response status
e) Unseal the response with the symmetric key from the request
f) Return the CreatePrescriptionResult to the caller




6. CREATEPRESCRIPTIONS

	Operation Name
	CreatePrescriptions(List<CreatePrescriptionDTO>)

	Class Name
	PrescriberIntegrationModuleV4

	Description
	This operation is executed to create a list of new prescriptions. To improve the performance of this function, the operation ‘prepareCreatePrescription’ should be called.



	Errors
	IntegrationModuleException

	Output Integration Module

	Request-entity
	Attribute
	Type
	Description

	
	List<CreatePrescriptionDTO>
	
	List of CreatePrescriptionDTOs
	The list of the prescriptions to create

	
	CreatePrescriptionDTO
	sequenceNumber
	int
	The sequence number of the prescription

	
	
	feedbackRequested
	boolean
	Flag indicating if feedback is allowed

	
	
	patientId
	String
	The patient identifier

	
	
	prescription
	byte[]
	The byte representation of the kmehr prescription

	
	
	prescriptionType
	String
	The prescription type (P0 or P1)

	
	
	visi
	String
	The preferred vision value

	
	
	rid
	String
	The rid of the created prescription

	
	
	exception
	Exception
	The exception in case an error occurred during the creation of the prescription

	
	
	errorOccured
	boolean
	Flag indicating an error occurred during the creation of the prescription

	
	Response-entity
	Attribute
	Type
	Description

	
	List<CreatePrescriptionDTO>
	
	List of CreatePrescriptionDTOs
	The list of the newly created prescriptions

	
	CreatePrescriptionDTO
	sequenceNumber
	Int
	The sequence number of the prescription

	
	
	feedbackRequested
	boolean
	Flag indicating if feedback is allowed

	
	
	patientId
	String
	The patient identifier

	
	
	prescription
	byte[]
	The byte representation of the kmehr prescription

	
	
	prescriptionType
	String
	The prescription type (P0 or P1)

	
	
	visi
	String
	The preferred vision value

	
	
	rid
	String
	The rid of the created prescription

	
	
	exception
	Exception
	The exception in case an error occurred during the creation of the prescription

	
	
	errorOccured
	boolean
	Flag indicating an error occurred during the creation of the prescription

	Implementation Detail

	a) Validate session validity
b) Build  encrypted requests based on the CreatePrescriptionDTO-object
c) Send the requests and receive the responses
d) Validates the response status
e) Return a list of CreatePrescriptionDTOs to the caller



7. PREPARECREATEPRESCRIPTION

	Operation Name
	PrepareCreatePrescription (String patientId, String prescriptionType)

	Class Name
	PrescriberIntegrationModuleV4

	Description
	This operation is executed to fetch the ETKs and KGSS encryption key which are required when creating a prescription. This operation should be called before calling the createPrescription(s) operation f.e. when opening the medical dossier of the patient.


	Errors
	IntegrationModuleException

	Output Integration Module

	Request-entity
	Attribute
	Type
	Description

	
	
	patientId
	String
	The patient identifier

	
	
	prescriptionType
	String
	The prescription type (P0 or P1)

	
	Response-entity
	Attribute
	Type
	Description

	Implementation Detail

	a) Validate session validity
b) Prefetch the ETKs and a new KGSS key for later use when calling the createprescription(s)-operation







8. GETPRESCRIPTION

	Operation Name
	GetPrescription (String)

	Class Name
	PrescriberIntegrationModuleV4

	Description
	This operation returns a prescription for a given Recip-e identifier(Recip-e identifier). The status of the linked prescription is not modified by calling this operation.

	Errors
	IntegrationModuleException

	Inputs Integration Module
	Request-entity
	Attribute
	Type
	Description

	
	GetPrescriptionForPrescriberParam
	rid
	String
	The Recip-e identifier

	Output Integration Module
	Response-entity
	Attribute
	Type
	Description

	
	GetPrescriptionForPrescriberResult
	status
	StatusType
	Contains the statusType 

	
	
	creationDate
	Calendar
	The creation date of the prescription

	
	
	encryptionKeyId
	String
	The identifier of the KGSS-key used to seal the prescription 

	
	
	feedbackAllowed
	Boolean
	Flag indicating if feedback is allowed

	
	
	patientId
	String
	The patient identifier

	
	
	prescription
	Byte[]
	Byte array containing the kmehr-prescription

	
	
	rid
	String
	The Recip-e identifier of the prescription

	
	
	expirationDate
	Calendar
	The expiration date of the prescription

	
	StatusType
	statusCode
	String
	100: ok
300: error occurred

	
	
	code
	String
	The technical code of the error message e.g. error.validation.x.y.z

	
	
	message
	String
	The error message

	
	
	statusUpdater
	String
	The last statusupdater in case an operation is not permitted

	Implementation details
	a) Validate session validity
b) Build an encrypted request based on the GetPrescriptionForPrescriberParam -object
c) Send the request and receive the response
d) Validates the response status
1) Unseal the response with the symmKey
Return the result-object to the caller





9. REVOKEPRESCRIPTION

	Operation Name
	RevokePrescription(String, String)

	Class Name
	ExecutorIntegrationModuleV4

	Description
	This operation revokes a prescription for a given Recip-e identifier(Recip-e identifier). The status of the prescription is updated to Revoked and the content of the prescription is removed.

	Errors
	IntegrationModuleException

	Inputs Integration Module
	Request-entity
	Attribute
	Type
	Description

	
	RevokePrescriptionParam
	rid
	String
	The Recip-e identifier

	
	
	reason
	String
	Ther reason of revocation

	Output Integration Module
	Response-entity
	Attribute
	Type
	Description

	
	RevokePrescriptionResult
	status
	StatusType
	Contains the statusType 

	
	StatusType
	statusCode
	String
	100: ok
300: error occurred

	
	
	code
	String
	The technical code of the error message e.g. error.validation.x.y.z

	
	
	message
	String
	The error message

	
	
	statusUpdater
	String
	The last statusupdater in case an operation is not permitted

	Implementation details
	a) Validate session validity
b) Build an encrypted request based on the RevokePrescriptionParam-object 
c) Send the request and receive the response
d) Validates the response status
e) Unseal the response with the symmetric key from the request
f) Return the result-object to the caller



10. SENDNOTIFICATION

	Operation Name
	SendNotification(SendNotificationParam)

	Class Name
	PrescriberIntegrationModuleV4

	Description
	This operation sends a notification to an executor.

	Errors

	IntegrationModuleException

	Inputs Integration Module
	Request-entity
	Attribute
	Type
	Description

	
	SendNotificationParam
	executorId
	String
	The executor identifier

	
	
	patientId
	String
	The patient identifier

	
	
	content
	
	The content bytes

	Output Integration Module
	Response-entity
	Attribute
	Type
	Description

	
	SendNotificationResult
	status
	StatusType
	Contains the statusType 

	
	StatusType
	statusCode
	String
	100: ok
300: error occurred

	
	
	code
	String
	The technical code of the error message e.g. error.validation.x.y.z

	
	
	message
	String
	The error message

	
	
	statusUpdater
	String
	The last statusupdater in case an operation is not permitted

	Implementation details
	a) Validate session validity
b) Build an encrypted request based on the SendNotificationParam-object
c) Send the request and receive the response
d) Validates the response status
e) Unseal the response with the symmetric key from the request
f) Return the result-object to the caller



11. PUTFEEDBACKFLAG

	Operation Name
	PutFeedbackFlag(PutFeedbackFlag)

	Class Name
	PrescriberIntegrationModuleV4

	Description
	This operation updates the feedback flag for a given Recip-e identifier (Recip-e identifier).

	Errors

	Technical Services Exception  such  as  Connection  failure,  Encryption  failure Inconsitant   Status, Incorrect PatientId

	Inputs Integration Module
	Request-entity
	Attribute
	Type
	Description

	
	UpdateFeedbackFlagParam
	rid
	String
	The Recip-e identifier

	
	
	feedbackAllowed
	String
	The patient identifier

	Output Integration Module
	Response-entity
	Attribute
	Type
	Description

	
	UpdateFeedbackFlagResult
	status
	StatusType
	Contains the statusType 

	
	StatusType
	statusCode
	String
	100: ok
300: error occurred

	
	
	code
	String
	The technical code of the error message e.g. error.validation.x.y.z

	
	
	message
	String
	The error message

	
	
	statusUpdater
	String
	The last statusupdater in case an operation is not permitted

	Implementation details
	a) Validate session validity
b) Build an encrypted request based on the UpdateFeedbackFlagParam-object
c) Send the request and receive the response
d) Validates the response status
e) Unseal the response with the symmetric key from the request
f) Return the result-object to the caller



12. LISTFEEDBACKS

	Operation Name
	ListFeedback(Boolean)

	Class Name
	PrescriberIntegrationModuleV4

	Description
	This operation return a list of feedbacks which are received from an executor.

	Errors

	IntegrationModuleException

	Inputs Integration Module
	Request-entity
	Attribute
	Type
	Description

	
	ListFeedbacksParam
	readFlag
	String
	Flag indicating to return the read or unread feedbacks.

	Output Integration Module
	Response-entity
	Attribute
	Type
	Description

	
	ListFeedbacksResult
	status
	StatusType
	Contains the statusType 

	
	
	feedbacks
	List<ListFeedbackItem>
	

	
	ListFeedbackItem
	rid
	String
	The Recip-e Identifier

	
	
	sentBy
	String
	The nihii of the sender

	
	
	sentDate
	Calendar
	The sent date

	
	
	content

	Byte[]
	The content of the feedback item

	
	StatusType
	statusCode
	String
	100: ok
300: error occurred

	
	
	code
	String
	The technical code of the error message e.g. error.validation.x.y.z

	
	
	message
	String
	The error message

	
	
	statusUpdater
	String
	The last statusupdater in case an operation is not permitted

	Implementation details
	a) Validate session validity
b) Build an encrypted request based on the ListFeedbacksParam-object
c) Send the request and receive the response
d) Validates the response status
e) Unseal the response with the symmetric key from the request
f) Return the result-object to the caller
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